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aws Lam get-account-summary
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i
“summaryMap”: {

"UsersQuota™: 5008,
"GroupsQuota®: 1,
"InstanceProfiles": 6,
"signingCertificatesPerUseruaota™: 2,
| “accountAccesskeysPresent™s 1,]
"RolesQuota®: 25@,
"RolePolicysizeQuota™: 18248,
“AccountsigningCertificatesPresent™: @,

"Users": 27,
“serverCertificatesQuota”: 20,
"serverCertifticates”: @,

"AssumeRolePolicySizeQuota™: 2848,
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aws iam get-account-password-policy

2]

{

“PasswordPolicy™: {
"allowlsersToChangePassword”: false,
“RequireLowercaseCharacters”: false,
"RequireUppercaseCharacters”: false,

| "MinimumPasswordLength": 8, |
Requirelumbers @ Lrue,
“"Requiresymbols": true
}
}
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% cat fetc/ssh/ssh_config | grep -B5 -A5 "PermitRootLogin®
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# Forwardxll ne
# ForwardXllTrusted yes
#  PasswordAuthentication yes

# HostbasedAuthentication no

| PcrnitﬂuutLuEin yes |

# G5SAPTAuthentication no

#  G55APIDelegateCredentials no
# GSSAPIHeyExchange no

# GS5APITrustDNS no

©

sudo sed -i 's/PermitRoctLogin yes/PermitRootLogin no/' fetc/ssh/sshd_config
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add_header Strict-Transport-Security "max-age=31536008; includeSubDomains" always,

server {
listen dU3 ssl;

Iadd_header Strict-Transport-Security "max-age=31536008; includeSubDomains" always;l

# This "location® block inherits the STS header
location / {
root fusr/share/nginx/html;

(]

# Because this "location' block contains another 'add_header' directive,

# we must redeclare the STS header

location /servlet {
add_header X-Served-By "My Servliet Handler";
add_header Strict-Transport-Security "max-age=31536000; includeSubDomains" always;
proxy_pass http://localhost:E886;
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