HOot O+t

Ahnlab 20t ME7Io| MEEMI HOt 0|7 HEE M =gIL|Ct

M

=2 AEY0], 7[”¥E kEl= EOHE Y

AhnLab 2021-10-01
M A7 71952 1Bs| D Y WO B BIE 4 #0HOlLRt 1 SRE HE TR
2T} 0| 5, HIDE FAOR 2Rl 24 MM ol SHEX 24010t S22 Tefet H
WA Z8 7| 958 BN Fadt g0 o2 gt
[

Ct.

AhnLab

Rl

20194 98 M S&SH oz {7l 24l ML 0f(LockBit Ransomware)y= AfH| AT 2H2)|0f
(Ransomware as a Service: RaaS)2 2|1 Ao ':'|j_1l =, e, QI L|A[OF 3 2t0|Lt & o
2 FE F7I0f| 7|82 & A2 fYe R 343

ozt
N

40
<
HU_||-|'|_|

HHQol= e TS L2t SYALE ‘abed 2 HFH 2O O|= QI8 ABCD 2
. 0| =0 ZEAIE 'lockbit 2 HZASHRAD 2021 620 2022 YH|0|EE|0f
K| §= F0f UCE 20 A= AD O& FHE 83510 Windows =02l THE L=
7|80 7= AL, EOJ%*HI E =003 Z(Trend Micro)= 20214 72 122 E 82 15

X| &z, O|Ef2|Of, T F=0|M 54 A= E BHAIUCHD SRCh o 2021 78 132

27 A

>
I
0 mQ »c
[nu}
—
v}
Q
i
o T
el

OI'

t=
7t
BlueCrab(Sodinokibi, REV|I) Ransomware°| FEIL S| E 0|2 EHl M0 FEZO| =

74Ct,

oM m nJQ ot ot o Bt



202113 8O 813 7|940| 0|3 9l 2R THS e o= QZ0| B b 0f Tt
Qe dgolct
24 29)of0] 57

2H
S22 HH ALOIE 21 E (Cyberint)Off [H2

o

g20= £0]of Ol o e S Sl At SE=S

™

FT510 0|8 &&SILL, FAE Y 342 Sl ==& Windows ®4 HIA3E A2 AEE
SO EYUTICE EBH A|ARO| LETl FOFH S &SI/ | & S, 23 ALO|H E ot MIEACSOO|
[[h= ™ %[ Fortinet Fortios & FortiProxy Ml&2| | 2FE(CVE-2018-13379)= 2-&3h= A2 = e
AL
S8l Y0 = HERIR £71HF ArESH0] HIESRIR 22 A5t Ty =02 ZHEEL
£ AH=CL 0|, T2 M|A S (Process Hacker), PC S1E{(PC Hunten@t 22 & =15 AESIO]
A2ESl T2 A B MH|AS S20ChE 202l AEES 0 &5SHH M2 08 XS e
O HERA9| 2E AX|0f 2= C|HEH(Windows DefendenE H|Zd 3ot 28I HIO|LH2|E

T 2 e AHEAo S

HiZ S aliotct J2|n Z81 #delof 2EXtHE 2021 83 22 7|
7t WE P=ot £ ZHK D ACHD XpESt QUL

LT FQ sl A

1. 93 HE HEQA ‘KXY 34

0= IT 22t 0fA| "=2|E 2 FE BleppingComputerOfl It2H, 2021H 48 F= B HEQT 'H

X2 Y (Merseyraily O] S5 T 0{2| SAS LUCE S8 YO LAt sl HEXT 2

2|At Ol Y S Sl =2/ LHFH, Cret E= A2 S X[ Y 220 A LockBit Ransomware
g

= 1
Attack and Data Thef2t= =2 H2S SO 0| Soll sS4 Arads 27 EIUCE

10 =



UK rail network Merseyrail likely hit by Lockbit ransomware

By Lawrence Abrams pri 28, 2021 04:15 AM ]

UK rail network Merseyrail has confirmed a cyberattack after a ransomware gang used their email
svstermn to email emplovees and journalists about the attack,

Mersevrail is a UK rail network that provides train service through sixty-eight stations in the Liverpool
Citv Region in En=land.
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Accenture confirms hack after LockBit ransomware data leak
threats

By Ax Sharma
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Accenture, a global IT consultancy giant has allegedlv been hit by a ransomware cvberattack from the
LockBit ransomware gang.

Accenture is an IT giant known to serve a wide range of industries including automobiles, banks,
government, technology, energy, telecoms, and many more,
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LockBit Gang to Publish 103GB of Bangkok
Air Customer Data

The airline announced the breach on Thursday, and the ransomware
gang started a countdown clock the next day.

Aughor

Liss Vaas The LockBit ransomware gang has apparently struck again, having purporedly stolen

fuques 30, 2020 103GE worth of files from Bangkok Airways and promising to release them tomorrow, on

15:14 s Tuesday.

I A Dark Web intelligence firm calling itself DarkTracer (apparently & separate intel firm than

thie batter- known DarkTrace) tweeted a screen capiure of a countdown clock from LockBit
| Wirite & commant 2.0 that. as of Friday. showead four and a half days left. "LackBit ransomware gang has

announced Bangkok Airways on the victim list,” DarkTracer tweeted. It announced that
103GE of compresied files will be released.”
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CIRER ol IMPORTANT FILES EGISTOLEN AND ENCRYPTED!

All your files stolen and encrypled
for more mformation see
RESTORE-MY-FILES.TXT
thatis located in svery encrypted folder
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