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DETECTION DETAILS RELATIONS CONTENT SUBMISSIONS COMMUNITY
ITW Urls
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GET 22375 WTTR/1.1
il | HTTP Request
onnection: 1eeD-alwe
= iCache-Control: max-age=0
-.{\9" Port:2375/2376 Upgrade-Insecure-Requests: 1
Q-Q_ User-aAgent: Mozilla/5.0 (wWindows NT 10.0; Wingd; x64) ApplewebKit,/537.36 (KHTML,
o Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image ws
cé‘ Accepr-Encoding: gzip, deflate
Accept-Language: ko-KR,ko;q=0.9,en-uUs;q=0.8,en;q=0.7
. [Cookie: SL_G_WPT_TO=en; SL _GWPT_Show_H1ide_: t*np-u SL_wptGlobTipTmp=1
Scanning &
o e e s -
<
: = . [ ind... (press Ctrl+Enter to highlight all)
J .
-3— a xl- Q% Poft2375f23?6 Transformer Headers TextView SyntaxView Image\View HexView WebView Auth Cad-
2 HTTP/1.1 404 Not Found
(Attacker) ?p icontent-Type: applicarion/json
iDate: wed, 20 Jan 2021 17:37:11 GMT
iContent-Length: 29
{"message”: "page not fuund"}l HTTP Response
4
Port:2375/2376
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Try out the new beta websitel Help Center

'. SHODAN product"docker” port:2375 Q i Explore Downloads Reparts Pricing Enterprise Access

& My Account Upgrade

% Exploits % share Search & Download Results |l Create Report

New Service: Keep track of what you have connected to the Internet. Check out Shodan Monitor

538

47.110.135.46 (&'
linux 2
Hangzhou Alibaba Advertising Co., Ltd. 1ication/{son
- o B china 6 oHT
=y
y, L )
-~
e -
) » b
3-1.el7.elrepo. x86 64
China 154
United States 120
Germany a
Uinited Kingrom 77 Containsr #1:
Canada Fal Image: ubuntu

Command: /bin/b...
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HSE L =7 O|0|X]| 2/
71 612 (Docker Hub)0f| e =71 O|0[X[7} 72 E[0] B2 AFEAISO0] ?g &
11 UL =7 S{EE ASAS0] =71 O[0|XISS MY S BIERI22M Ofefiet Z0[ &=7 0|0

XSS TAF T2[ah £ Q1= 2 HEA (Public Repository)E 2SiCY,

Wdockerhub Q, xmrig Explore Pricing Signin

Explore XMrig/xmrig

Xxmrig/xmrig & Pulls 100K+

By xmrig - Updated 3 years ago
XMRig in Alpine Linux image

Container

[28 7] =71 5120 et SHo= Y=EE =7 0[0|X]

oSt 202 Q2 L5 QM TJq O|0|X|2 AEM, 07} LHEE [T A F= orS3m|

NEYEY

olo
k1
of
T
Jx
0lo
b
b
Q
Hu
[N
fn
o)

RECE ofd =7 o[n[x|

douglasslow/slowhttptest:latest
C|EA

foxleon/udpflood:latest

nxgsmfxx2/stupid:latest
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https://hub.docker.com/

C|EA nxgsmfxx2/stupid:slowhttptest
bitnn/alpine-xmrig:latest
patsissons/xmrig:latest
hildeteamtnt/xmrigminer:latest

kannix/monero—miner:latest
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sS4 Docker hub
(Attacker) h h :
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(T~ —————— 3 3. o+ d Docﬁker Image
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| - dockerd :1
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[28] 8] FaliEl Meo] ofd =71 O[0|X| CHREE 3 &

SALE2 dd =71 00X = ?IEol Y==06H | = ottt



..'
W O kites323z

Explore kitex33237/ubuntu

By kitex33237 + Updated

Container

[

o

kitex33237/ubuntu

124 9] M4 =71 ojnjK|E

4 Pulls 79

2 months ago

el
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o =+~

71 O[O|X]

Ofel2F &0 = 2 =7 O|0[X|S0| F& =7 O|0[X|= 2ol BiEE|LT QU
2= 4 =7 o|0|X| 2 et 2 =71 o|0|X|
Cl=EA userubuntul/zores:latest

kitex33237/ubuntu2:latest

ubvntu/utnubu:latest

felilca/ubuntu:latest

greekgoods/kimura:1.0

jzuluagau23/ubuntu:platzi

oot M=

tanchao2014/javal.6:latest

vkhopade/nginx:v8.9

pocosow/centos:7.6.1810

shaylsholmes/myubuntu:3.0

ubuntuz/jessy:latest
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> @ docker > A2 X}

1. 3402 9|Hst 2. 2’ Docker Image M
. o}’d Docker Image HEE Chezc E

SAHXL

: '
racken | e R

3. 2“4 Docker Image

Jikl'g e e e e e o e A
Server
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34 Image EA| (IEEE]

uni mongo 10M+ 7.6K eldhodoc/mongodb 4.8K 0
i ..... Downloads Stars

Updated 17 hours ago Downloads Stars
. Ei By eldhodoc » Updated 3 years ago

MongoDB document databases provide high avai...
mongodb

&4 Image EA| ||B

OGS S 10M+ 891 mapic/mongo 8.0K 0
Updated 17 hours ageo Howniosds Sare . Downloads Stars

By mapic * Updated 2 years ago

Web-based MongoDB admin interface, written wi... ) :
Dockerfiles for mapic/mongo:latest Docke...

=% Image H|Z 2 Image
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Advantage Capital

2020.03.17. AWS S3 HZILH 425GB2| H|0|E] 8=
Funding

2020.02.12 JailCore AWS S3 H{ZILl 36000712| L|O|E K=

2020.01.22. THSuite AWS S3 H{ZIL{ 30,000H2| H|0|E] 8=

2019.04.03. Facebook AWS S3 H{ZILH 52A58712| 1174 H|O|E 8F

2018.02.15. FedEx AWS S3 E{ZILH 119,0007H2| HIO|H 8=

2017.07.19, Dow Jones AWS S3 HZILH 2200H30| H|0|E K=

[2 6] StRE L HE R AR

AH0| F|efet & Q= 2EFRE MH|AZ= AWS S3, Azure Blob Storage, AWS Lambda,
Azure AD 0| QT AE2|X| MH|AZ BIO| MOl= AWS S32| B2 ‘buckets.grayhatwarfare.
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https://www.gartner.com/smarterwithgartner/is-the-cloud-secure/

This XML file does not appear to have any style information associated with it. The document tree is shown below.

v<ListBucketResult xmlns=

<MName
<Prefix/>
<Marker/>

<MaxKeys>1000</MaxKeys>

“http://s3. amazonaws , com/doc/2006-03-01/">

</Mame>

<IsTruncated>false</IsTruncateds

v<Contents>
<Key>
<LastModified:
<ETag>»
<5i ze>450290</5i ze>

</Key>

</LastModified>
</ETag>

<StorageClass>STANDARD</StorageC|ass>

</Contents>
v<Contents>
<Key:
<LastModified
<ETag>
<Size>0</Si ze>

< Kav>

?</LastModified>
"</ETag>

<StorageClass>STANDARD</StorageClass>

</Contents>
v<Contents>
<Key:
<LastModified:
<ETag>»

h</Key>
</LastModified>»
</ETag>

<Si ze>3815108</5i ze>
<StorageClass=STANDARD</StorageClass>
</Contents>
v<Contents:>
<Keyz
<LastModified>
<ETag>""iwimios
<51 ze>207139</Si ze>
<StorageClass>STANDARD</StorageClass>
</Contents>
v<Contents>
<Key:
<LastModified
<ETag>
<5i 2e>28068852</5i ze
<StorageClass>STANDARD</Storagellass>

</Key>
lastModified>
“T</ETag>

</Key>
/LastModified>
</ETag»

</Contents:>
v <Contents>
<Key> '</Key>
<LastModified> </LastModified>
<ETag> </ETag>

<Size>0</S1 ze>
<StorageClass>STANDARD</StorageClass>

</Contents>
v<Contents>
<Keys </Key>
<LastModified> </LastModi f ied>
<ETag: </ETag>
<5i ze»57687488</Si zex
<StorageClass>STANDARD</Storagell ass>
</Contents>
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~~J
Lo

- command : s3.put
params :
optional : true
aws_key
aws_secret
local_file :
remote_file :
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https://www.zdnet.com/article/over-100000-github-repos-have-leaked-api-or-cryptographic-keys/
https://www.comparitech.com/blog/information-security/github-honeypot/

const router = express.Router();

app.use(express.static(path.join(__dirname, i )i

mongoose.connect(
dbRoute,
{useNewUrlParser: true}

)3
let db = mongoose.connection;

F=0[Ct. =7 O|0[X|E B E=0k= 2HE0M =28 B U At S 598 s

C:WUsersWlUser>docker run printenv
MYSQL  PASSWORD=

HOS TNAME=

MYSQL DATABASE=

MYSQL ROOT PASSWORD=

PWO=/

HOME=/root

MYSQL MAJOR=5.7

GOSU VERSION=1_7

MYSQL USER=

MYSQL VERSTON=5.7.26-1debian9

SHLYL=0

PATH=/usr/local /shin:/usr/local /bin:/usr/shin:/usr/bin:/shin:/bin
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| FROM ubuntu as intermediate

3 WORKDIR /app

4 COPY secret/key /tmp/

S RUN scp —i /tmp/key build@acme/files .
5

 FROM ubuntu

5 WORKDIR /app

9 COPY —from=intermediate /app .
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MH|A 4 33 o

.aws/credentials

AWS
.aws/config
SSH .ssh/config
Docker .docker/config.json
Kubernetes kube/config
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A -1 0
2L V=0 EHGHHN BE Mu|=0| =71 2FEe 2 v QICH XAAEA 2|4
(Linux) 2F80| 2MHotE|Qid 0|8 w2|= 2lsA PdAE ot BIIG6HD QLh s4Xt=
=2 glsA AETEE M2 KH&SH= 40| Ot 7|& 2IE2(Windows) IETES 2|54 =
L8 (porting)ot0] HiIESH= A= Hfetk|L! QICH [H 8]2 'BIFROSE’Zf= RAT(Remote
Administration Tool) 2P T EO|CH BIFROSEE O|IMEE fIERE HHSH= 402 L2dRd

X[2E AJ740] X|LpPA 2|5 AS L2l ‘BIFROSE 7}

=
[
il

Q
i

e o|§ 29
oy 37 596.07 KB (610376 bytes)
MD5 4a4ead5chb850e4decd5fdb23909ea728
SHAT 5d8b228e3014b4eb579e380b3a1113dd8c0d999a
=I5l EX BIFROSE(ELF)
ot ZITHE Linux/Bifrose.610376

[ 8] BIFROSE Lt HH
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BIFROSE

TESNPI

BIFROSE

<victim IP>|default_zz|<hostname>|<username>[2.0.0all1l-
1101260011]1]0101982bc1dalC:\Documents and Settings\Administrator\
Recent|C:\Documents and Settings\Administrator\Desktop|C:\Documents

and Settings\Administrator\My Documents|US|00000409]

<victim IP>|unix|<hostname>|<username>

15.0.0.0[0[1110]575/010[0[0[Nonel[ |||

[2 9] §I=R2} 2|54 7| BIFROSE 943 E H|id

BIFROSE =2F OfL{2f Of2fi2} Z0] 0 rd F=50| 2fs42 ZHE|0] B E|LT R,

otyACH Wz M EYE W 3 EYE
GravityRAT HER 2l=A
PLEAD ER 2lsA
RansomExx /AL 2l=A
TrickBot Anchor HER 2lsA

10O S =
g0[eh 2105 A3

% GolangO2 Ml P TS| HIB0| Z7I6kD It A &

| ZEIZ|= 0|8 & ofLt= "2 ‘I2A Z2HE(Cross Platform)’of]
= A

= A O
=0l 80[ot A10{2= Golang, .NET Core,
= HO BHLfO| AATCEZ 5L 2l=A MacOS
S 2 MEE &~ s HEXNQI A=A S3iE X[ 10{0|Ct,
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https://www.intego.com/mac-security-blog/gravityrat-and-ipstorm-mac-malware-ported-from-windows/
https://securelist.com/ransomexx-trojan-attacks-linux-systems/99279/

[
2t ZYClo| W2 BAES

GDRat

Snake Ransomware

RansomExx

CHAQOS

ARCANUS

EGESPLOIT

r2r2

Rakos

telegrab

Glupteba

GoBot2

HERCULRES

GoBrut

hershell

Mauri870 Ransomware

RobbinHood Ransomware

TrumpHead Ransomware

gorsh

i 11] Golang2e 2

7. Docker Escape
O

TISE OMTE 2|AE

P02 B 20N = G20 HYE0E =74 ZH[0|HF0| M2 A2|E 2HE0A

SO | =0 L=

£7{ ZH|O|H = "2 AE(Host)'0f

- 10O

| A g,

OFA|2H ‘Docker Escape’ F2fHO| EAOHLIH, A=l =71 28 S H0iLf LHE =7 ZiH|0[4
L SAEES AEar o~ QICF Docker Escape FHZ2 0f2iQt 20| CHEE ZAH|O|L A1t
AlSHS QIS A=l CLI Z2921 ‘runC 2 6] AL QAT
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CVE-2019-19921 ‘runc’E 0| 8%t ‘Docker Escape’ ¥|2Fd

CVE-2019-5736 ‘runc’E 0| 8%t ‘Docker Escape’ F|2Fd

CVE-2016-5195 ‘runc’E 0| 8%t ‘Docker Escape’ ¥|2Fd

CVE-2016-9962 ‘runc’E 0| &%t ‘Docker Escape’ F|24HH

CVE-2016-3697 ‘runc'E 0| &%t ‘Docker Escape’ %2
[ 12] ‘runc’E 0|83t Docker Escape £|2FH

runC’ 2l0|= =7H0|M XBEok= 7ls= S0 Docker Escape #2FH0[ A= Eorl R

Ct AX| &7 7|HIo2 Z2IRE MH|AZE NZdh= 00| 2ATE 0N (Microsoft Azure)

O| ‘Azure Function'2} 1= 22F2E2] ‘Google Cloud Shell” Z€2 AH[ANM Docker

Escape FefH0] EAE AHSE0] UL, TN, =7 ARSARL =& 0[&00{ MH|AE X
Sot= MH|A MSERIE2 0l2fet s XSA = BLIEZEY eIt Tt
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